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Acceptable University Phone Systems to Accept Credit Card Data

The University of Michigan is required to maintain PCI compliance by following the Payment Card Industry Data Security Standard (PCI DSS). These standards are designed to safeguard credit card information, including when it is received over the phone, and applies to all U-M campuses: Ann Arbor, Michigan Medicine, Dearborn and Flint. 
Michigan Medicine
The Michigan Medicine CISCO Voice over Internet Protocol (VoIP) phone system currently is not PCI compliant and Michigan Medicine departments must not receive or record credit card data over their phones.  Michigan Medicine HITS may have PCI compliant CISCO alternative.  Submit a Service Now HITS support ticket to ascertain if CISCO WebEx Contact Center solution is applicable to you.
Ann Arbor, Dearborn and Flint Campuses
Compliant phone options
Information and Technology Services (ITS) has transitioned campus phone systems to Zoom VoIP. The following U-M phone services are approved for accepting verbal credit card data - although no recordings of credit card data:
· Zoom-based common-area deskset phone with recording, call-forwarding and voicemail features disabled. These can be deployed both on campus and at remote locations.
· Merchants can obtain “dumb” cell phones through U-M Procurement.  These phones should not have access to the Internet, email, social media, WIFI, etc. and only function with cellular service.  Contact PCIcompliance@umich.edu for additional information.
· Optionally, contact merchantservices@umich.edu about changing processes to an online solution.

Non-compliant phones
The following forms of telephone service should not be used to receive credit cardholder data:
· Zoom softphone tied to a user’s uniqname, even if implemented on a deskset
· The Cisco Jabber softphone (headset) client
· Amazon Connect call center without Treasury approval
If you are a campus department and have questions about acceptable phone systems for processing credit card payments, please contact the ITS Infrastructure Telephone Team at its-inf-csr@umich.edu.  PCI compliance questions can be directed to PCIcompliance@umich.edu.

Additional VOIP Guidance from ITS Information Assurance                   8/13/25

The following guidance is for university merchants on implementing and using PCI-compliant Voice over Internet Protocol (VOIP) solutions for processing credit card payments. Adherence to this guidance is required as part of the annual merchant compliance attestation. 
PCI Compliance and VOIP Overview 
Any university department or unit that uses a VOIP phone system to accept credit card payments is subject to the Payment Card Industry Data Security Standard (PCI DSS). This applies whether the customers speak their cardholder data or enter it using their telephone keypad. The VOIP network is considered in scope for PCI DSS because it transmits cardholder data, and it must be secured with the same rigor as any other payment network. 
This guidance applies to all payment processing environments including: 
· On-campus call centers and offices. 
· Staff working remotely who process payments over the phone. 

VOIP Solution Requirements

DTMF Omitting Solutions  
To reduce the risk of data compromise and limit the scope of PCI DSS for the university, all VOIP solutions used for accepting credit card payments must implement a Dual-Tone Multi-Frequency (DTMF) omitting solution. 
· What is DTMF? DTMF refers to the tones generated when a customer presses keys on their telephone keypad.
· Without proper controls, these tones can be intercepted and converted back into sensitive payment card numbers.
· Requirement: The solution must use DTMF masking, suppression, or a similar technology that prevents the tones (and thus the cardholder data) from entering the university's network environment. The agent may hear a flat tone or silence instead of the actual key presses. This technology ensures that sensitive data is redacted from the audio stream and is not stored in call recordings.
· Exception: The only exception to this requirement is the university's officially approved Zoom solution, which has been vetted for PCI compliance through other controls.


Remote Network Connection Requirements 
For staff processing payments from a remote location, the following network connection requirements are mandatory:
· Secure Connection: A university-approved Virtual Private Network (VPN) must be used to establish a secure connection to the university network.
· Isolated Environment: The computer and phone system used for processing payments must be isolated from other devices on the employee's home network.
· No Unauthorized Storage: Cardholder data must never be stored on local computers, removable media, loose paper, or in unapproved cloud storage services.
Recording Telephone Conversations
· Prohibition of Sensitive Data Storage: It is strictly forbidden to record or store Sensitive Authentication Data (SAD) after authorization. This includes the three or four-digit card verification code (CVV2, CVC2, CID) from the back of the card and front for American Express. 
· Compliant Recording Practices: If call recording is necessary for business reasons, one of the following methods must be implemented to ensure cardholder data is not recorded: 
· DTMF Omission: The DTMF omitting solution will also prevent keypad tones from being captured in the call recording, helping to meet this requirement.
. Pause-and-Resume: Treasury and ITS IA must approve the use of a call recording system that is paused (manually or automatically) before the customer provides their payment information and resumed only after the transaction is complete.
Annual Merchant PCI Compliance Attestation
All university merchants are responsible for demonstrating their compliance annually.
· Attestation: As part of your annual PCI DSS compliance attestation, you will be required to confirm that any VoIP system used for payments adheres to the requirements outlined in this guidance.
Documentation: Merchants must be prepared to provide documentation from their VoIP or solution provider that confirms the use of a compliant DTMF omitting technology.
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