Internal Controls ‘Push’ Notifications
Purpose: Provide Internal Control "Push" Notifications to units to identify if/when select internal control issues exist
· Reports are run monthly – units can opt in to receive notifications
· Includes links/directions on where/how to correct issue
· Eliminates need to run multiple reports and search for internal control issues
· Indicators for items that have remained on Push Notifications for 6 or more consecutive months

Design: 
· Notifications run the day after month end close (typically the 5th business day)
· Will receive an email with attached Excel Spreadsheet for each internal control topic
· Can be run at DeptlD or Dept Group level and will be aggregated at recipient level
· Units can request that multiple DeptlDs or Dept Groups go to the same user(s)

Managing Distribution Emails: Units can opt in by contacting Internal Controls.  Can use either specific individual(s) or M-Community Group. 
· Units able to update the M-Community Group if established
· Units provide information needed for End User(s) to get specific DeptIDs or Dept Group Push Notifications
· Send information to Internal Controls (OfficeofInternalControls@umich.edu) to get employees added to distribution list.
· DeptID(s) or Dept Groups(s)
· Employee Name
· Uniqname
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Made Deposit but Depositor Training is expired or never taken
Made Deposit but not listed as authorized depositor

Deposit Location with no activity in 24 or more months
Terminated Employee is Authorized Depositor

Missing Primary and/or Secondary Contact for Deposit Location

2 Cash Handling (Credit Cards)
Authorized Merchant user with expired training or never taken
Merchant Account with Expired / Non-compliant / Incomplete PCI Status.
Terminated Employee is Authorized User
Merchant Account without any Authorized Users
PCI Status Set to Expire in 60 Days or Less - Added November 2020

3 Human Subjects Incentive Payments - Reworked - August 2021
Custodian handling/distributing HSIP without taking Cash Handling training

4 Emburse Enterprise (Formerly Chrome River) - Addded September 2024
Default approvers of expense reports but Approver training expired or never
taken
Employee without a Default Approver
Terminated Employee is Default Approver
Approvers of expense reports but Approver training expired or never taken

5 Missing Timesheets - Addded August 2021
Missing timesheets that have been outstanding for more than 1 month
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