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 CampusGuard SAQ P2PE Guidance for Merchants using TrustCommerce with EPICRev 2/16/22

NOTE:  
· The annual PCI Self-Assessment Questionnaire (SAQ) P2Pe is only applicable for merchants who process EPIC credit card payments using the TrustCommerce P2Pe devices. 
· Merchant never stores full credit card data: 16-digit card number or 3 or 4 digit CVC number, electronically or on paper.  
· This guide is intended to provide assistance for the average merchant.  Notes have been added for clarification. It’s important that you carefully read through the SAQ.  You are attesting to the answers provided. 
· If merchant also processes credit card transactions in a different manner (on a different merchant account), do not include that information in this SAQ.
· CampusGuard is the 3rd party company that maintains UM merchants’ PCI compliance documents including the SAQs.  Trustwave/SecureTrust was the previous vendor.  
· [bookmark: _GoBack]If you are not able to access the CampusGuard portal, email merchantservices@umich.edu.  You will be able to use your UM logon to sign in.

Specifically use this link to access the CampusGuard website.  You’ll be able to log in using your UM logon but the first time you’ll see the following screens.   Click the down arrow and scroll to “University of Michigan.” Click on it.
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You should see the familiar UM weblogin screen.  Sign on as usual.  For Michigan Med merchants, enter your Level 1 credentials.
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Click “Confirm” 
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The main benefit of using this Single Sig-On (SSO) process is that you do not need a separate logon for CampusGuard.  If you have multiple merchant accounts, you won’t need separate CampusGuard logons for each!






Once you log into the portal, you should be brought to the “CampusGuard Central” home screen.  Click on the “PCI Dashboard” button.
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Click on the “Edit SAQ” button.
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Verify the merchant information in Part 1a and correct if necessary.  Enter information into any blank field (‘DBA’ is optional and leave ‘URL’ blank).
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No input required.  Simply click the “Save / Next Page.”

[image: ]








Part 2a
For most, click “Others” and enter a description of your business.  “Health care” is also an appropriate description.
For the payment channels fields, check the box(es) how you take credit card payments.  You’ll check the same box(es) in both columns.
Part 2b
A description can be similar to the following:  “Merchant accepts credit cards using a TrustCommerce PCI certified solution integrated with EPIC for the sale of <generically enter what you sell at your office>.
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Part 2c
Enter your type of facility (retail outlet, clinic, business office, etc.).
Enter the number of facilities/locations - under the merchant account for this SAQ (generally it is ‘one’).
Enter your city and USA.






Part 2d
See comments in red below.  Be sure to verify your credit card device make/model.  It may be ID Tech SREDkey, although it could change over time.
Part 2e
See comments in red below.  
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Part 2f
TrustCommerce is not a QIR.  Click “No” for both questions below.
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Part 2g
Please read the following statements.  You should be able to confirm as a merchant that all of the items below apply.  If so, click each box and then “Save / Next Page.”
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The next sections begin the SAQ P2Pe questions.  
· Possible answers include:  Yes, No, Don’t know, N/A, and Compensating Control Use.
· The most common are Yes and N/A.   Entering N/A requires a written reason.
· Only use Compensating Control Use if Treasury or UM Info Assurance approve you to do so.
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In each SAQ question, there is a red circle with question mark that you can click on for additional info.  You can also ask questions to CampusGuard here. 
Only a small minority of merchants would need to upload documentation for a question (the green up arrow symbol).



Requirements 3.1 a, b, c, d & e
See below.  All should be “N/A” which requires a comment to be entered to the right.
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Requirement 3.2.2
See comments below.  Click “Yes” if this is your practice.
Requirement 3.7
See comments below.  Click “N/A” and enter the comment.
Click “Save / Next Page.”
[image: ]







Requirement 9.5 – 9.8.1 b
See below.  The standard answer is “N/A” and comment to the right.  UM’s policy is that no merchants are to keep credit card data electronically or on paper after processing.  
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Requirements 9.9 a – 9.10 
The standard answer is “Yes” for questions on this page and the next by virtue of adhering to the TrustCommerce P2PE Instruction Manual (PIM), UM Treasury Policy, and PCI Compliance.
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Requirement 12.1, 12.1.1 & 12.4
Merchants are to follow TrustCommerce & Treasury procedures on credit card terminal security, including terminal security after hours.  Merchant is also responsible to immediately email merchantservices@umich.edu of full details if merchant staff become aware of a breach or a suspected breach of credit card data.  Treasury will provide any additional steps for the merchant, if necessary.  
Click “Yes.”
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Requirement 12.6 a
Per TrustCommerce PIM, Treasury and UM Internal controls, Merchant Contact provides resources at least annually to staff on security of credit card data and transaction processing. This includes directing staff to terminal tampering training within the TrustCommerce PIM.  All staff involved with credit card data must take/renew the UM My LINC TME102 course annually.  If true, click “Yes.”
Requirement 12.8.1
All merchants are required to keep a current list of service providers that have or share credit card data and what services they provide.  If true, click “Yes.”
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Requirement 12.8.2
In TrustCommerce’s agreement, there is language for their responsibility of cardholder data security.  Click “Yes.”  
Requirement 12.8.3
TrustCommerce was vetted during an RFP for cardholder data security before the contract.  Click “Yes.” 
Requirement 12.8.4
TrustCommerce must renew their PCI compliance annually.  The Merchant Contact is responsible for verifying and documenting the TrustCommerce PCI renewals.  If true, click “Yes.”
Requirement 12.8.5
Merchant Contact knows which PCI requirements fall under the TrustCommerce and those for the merchant.  This is primarily found in the TrustCommerce PIM.  If merchant contact is aware, click “Yes.”
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Requirement 12.10.1
UM has several incident response plans depending on the situation and level of data breach.  The most important procedure for the merchant is to immediately email merchantservices@umich.edu with full details of a breach or suspected breach of credit card data.  Treasury will review and contact the Merchant Contact with any further questions/instructions.  Merchant Contact is responsible for training staff on this procedure and reviewing it annually.
Click “Yes” if the above is done.
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Appendix B
Unless you had answered one or more questions with Compensating Control Used, just click “Save / Next Page.”
Remember, you can only use Compensating Control Used if approved by Treasury or UM Info Assurance.
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Appendix C 
Click the “Populate Comments” button to bring forward all of the N/A comments.  Click “Save / Next Page.”
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Part 3
If the “Compliant” box is checked, all of the questions have been answered.  Click “Save / Next Page.”
If the “Non-Compliant” box is checked, review the previous Requirement questions for any not answered or for ones answered as “No” or “Don’t Know.”  Make corrections.
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Part 3a
You should be able to agree/confirm to all of the check boxes below.  
Click “Save / Next Page.”
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Part 3b
The Merchant Contact’s information is entered, even if a delegate has completed the SAQ.  Click “Save / Next Page.”
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Part 3c
No input necessary, just click “Save / Next Page.”
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Part 3d
An ISA shouldn’t be necessary to sign off.  Just click “Save / Next Page.”
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Part 4
Click “Save / Next Page.”   Seek Treasury approval if you need to complete this section.  
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Read the options below and select the appropriate action for your situation.  

NOTE:  In order to officially finish your SAQ and be PCI compliant, you must click the “Complete & Lock SAQ” button.
Once this button is selected, you will not be able to modify your SAQ.
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If you have completed and locked the SAQ, check for the completed SAQ in the Document Locker.  If it is empty, click your Internet’s browser refresh button.  It should look similar to the bottom image.
[image: ]
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Congrats, you’ve completed the annual SAQ.  
The SAQ is just one part of being PCI compliant. Don’t forget annual training, review of internal controls, etc.    Contact UM Treasury merchantservices@umich.edu with any questions.
20
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‘You are about to access the service:
CampusGuard's Customer Compliance Portal of CampusGuard LLC

Description as provided by this service:
Gustomer Compliance Portal

Additional information about the service

Information to be Provided to Service

Full Name T
University Affliation (scoped)  staff@annarbor.umich.edu
employee@umich.edu

member@annarbor.umich.edu
member@umich.edu
staff@umich.edu
employee@annarbor.umich.edu

E-mail EEmr=@umich.edu
First Name P
Last Name Fam

Data privacy information of the service

The information above would be shared with the service if you proceed.

By clicking 'Confirm', you agree to adhere to the conditions of use on the
site to which youlare going, in addition to the Information Technology
Policies at U-M.

Do you agree to relefse this information to the service every time you
access it?

®
Ask me again if information to'be provided to this service
changes

« | agree that the same informat'on will be sent automatically
to this service in the future.

Confirm
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p2pe 321

Treasury Test Merchant 2020

Self-Assessment Questionnaire P2PE 3.2.1 and Attestation of
Compliance

Instructions for Submission

This document must be completed as o declaration of the reults of the merchant’s self-cssessment with the Payment Card.
Industry Data Security Standard Requirements and Security Assessment Procedures (PCI DSS). Complete all sections: The

merchant is esponsible for ensuring that each section is completed by the relevant parties, s applicable. Contact acquirer
(merchant bank) or the payment brands to determine reporting and submission procedures.

Part 1. Merchant and Qualified Security Assessor Information

Part 1a. Merchant Organization Information

ContactName: Merchant Contact Title:
Telephone: Emait+

‘Business Address: ity

State/Province. Country. Zip/Posteode
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Part 1b. Qualified Security Assessor Company Information (if applicable)

Company Name:

CampusGuard LLC

Lead QSA Contact Name: Title:

Telephone:

Business Address: City

4740 North Cumberland Avenue, Suite 365 Chicago

te/Province Country Zip/Postcode
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Part 2. Executive Summary
Part 2a. Type of Merchant Business (check all that apply)

ORetaer (ecommanicaion. S
[Er— | Secommernces | O Mail orderftelephane order (MOTO)
Wormers
please specify

Health care

What types of payment channels does your business serve? | Which payment channels are covered by this SAQ?

D Vial order/telephane order (MOTO] O Mailordertelephane order (MOTO]
——— | [EETS—
0 Card-present face-to-face) | 0 Carg-present face-to-face)

Note: If your organization has a payment channel or process that is not covered by this SAQ, consult your acquirer or payment brand about validation for the other channels.

Part 2b. Description of Payment Card Business

‘How and in what capacity does your business store, process and/or transmit cardholder data?
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Part 2c. Locations

List types of facilities (for example, retail outlets, corporate offices, data centers, call centers, etc) and a summary
of locations included in the PCI DSS review.

Type of facility

Number of facilities of
this type

Location(s) of facility
(city, country)
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Part 2d. P2PE Solution
Provide the following information regarding the validated PC P2PE solution your organization uses:

Name of P2PE Solution Provider
TrustCommerce

Name ot p2pesohin
7C Sate

PCI SSC Reference Number
2021-01127.003

Listed P2PE POI Devices used by Merchant (PTS Device Dependencies)

Enterthe creditcard device make and model here.
Verify butitprobably is “ID Tech SREDkey”

Part 2e. Description of Environment

Provide a high-level description of the environment covered by this assessment.

For example:

o Connections into and out of the cardholder data environment (CDE).

© Critical system components within the CDE, such as POS devices, databases, web servers, etc., and any other necessary
~payment components, as applicable.

Enterwhatthings are usedto process creditcards. Forexample, you could enter something
similar to “creditcard processing is only done through a PCI certified PTS device as partof

certified P2Pe solution.”

T e e o T T T e T e T i)
(Refer to "Network Segmentation” section of PCI DSS for guidance on network segmentation)
e

ONo

O Don't Know
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Part 2f. Third-Party Service Providers

Does your company have a relationship with a Qualfied Integrator Reseller (QIR) for the purpose of the services being validated? If
Yes:

Oves
Ryo

Odontknow

‘Name of QIR Company:

QR Individual Name:

Description of services provided by QIR:

"Does your company shre cardholder data with any Third-party service providers for example, Quaiied Integrator & Reselers (AR
gateways, payment pocessors, payment servie providers (PSP), web-hosting companies, airine booking aents oyalty program.
agents,etc)?

Oves

R

ODontknow

s

Name of service provider: Description of services provided:
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Part 2g. Eligibility to Complete SAQ P2PE
Merchant cetifes eligibity to complete ths shortened version of the Self-Assessment Questionnaire because, for this payment channel:

Al payment processing i via the valdated PCI P2PE soluton approved by the PCI SSC (per 3bove.

{7 oy st i th merchant enonen st e, o< o anat Sccount Gt et 20t o ieracion (R0 e wricn
S spprove for se it e vagted an L1 2262 olon,

W ercnant s ot tnenvise receve o transmit crdholder i eectroncaly.
BMerchant verifies there is no legacy storage of electronic cardholder data in the environment.

Ko s sore cranorr it st oy paper g e of e s ke o
]

| 3R(verchant has mplemented allcontros n the P2PE Instruction Manual (M) providd by the P2PE Soluton Provider.

[ )
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Self-Assessment Questionnaire P2PE 3.2.1 and Attestation of Compliance

Requirement 3: Protect stored cardholder data

follows:

3.1 Are data-retention and disposal policies, procedures, and processes implemented as

3.1 (a) s data storage amount and retention time limited to that

required for legal, regulatory, and/or business requirements? ©
2

B

Oves

ot Applicable (N/A)
O Compensatng Control Used

12 Comments

UM policy does notallow any type of storage
of FULL credit card data. Enter commentas
“No card holder data stored.”

3.1 5) Are there defined processes n place for securely deleting | 3
cardholder data when no longer needed forlegal, regulatory.
and/or business reasons? @ £
Oves
Ono
O Doritknow

| XNot Appiicale (N/A)

O Compensatng Control Used

-1b Comments

UM policy does notallow any type of storage
of FULL credit card data. Enter commentas
“No card holder data stored.”

3.1 0 Are there specific etention requirements for cardholder

3.1 Comments

UM policy does notallow any type of storage
of FULL credit card data. Enter commentas
“No card holder data stored.”

data?
For example, cardholder data needs to be held for X period for ¥
business reasons. @ &
Oves
Ono
O Don't know

| 8ot Appicable (v/2)
O Compensating Cortrol Used
31 (@) s there a quarterl process for identifying and securely
deleting stored cardholder data that exceeds defined retention
requirements? @ &
Oves
One
ODontknow

| XNot Appiicale (N/A)

O Compensating Control Used

3.1d Comments

UM policy does notallow any type of storage
of FULL credit card data. Enter commentas
“No card holder data stored.”

3.1 ) Does all stored cardholder data meet the requirements
defined in the data-retention policy? @ &
on'tKnow

Oves
o pome A /

Ono
O Compensating Control Used

3.1¢ Comments

UM policy does notallow any type of storage
of FULL credit card data. Enter commentas
“No card holder data stored.”
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3.2 (d) Do all systems adhere to the following requirements regarding non-storage of
sensitive authentication data after authorization (even if encrypted):

322 For il paper storage, the card verifcation code or value
three-digit or four-igit number printed on the front or back of
2 payment card) i not stored after authorization? @ &

Xwes  YouCANNOT keep the 3 or 4 digit CV
ONo number. Itmustbe destroyed after the
O ot know Credit card transaction s processed.

O Not Applicable (N/A)
O Compensating Control Used

3.2.2 Comments.

37 Are security policies and operational procedures for
protecting stored cardnolder data:

© Documented
o Inuse

©_Known to all affected parties?
oz

Oves
Ono

ODontknow

KNt Appiicable (N/4)

O Compensating Control Used

37 Comments

By UM policy, you are prohibited from st
fullcredit card data. Enter: "No credit card
datais stored."
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Requirement 9: Restrict physical access to cardholder data

9.5 Are all media physically secured (induding but not limited to
computers, removable electronic media, paper receipts, paper
reports, and faxes)?

For purposes of Requirement 9, “media” refers to all paper and

O Doritknow
Kot Appicable (N/A)
O Compensatng Control Used

95 Comments

UM policy prohibits full credit card data
from being kept/stored. Enter: "No credit
carddatais stored."

5.8 a) 1 all media destroyed when it is no longer needed for
business or legal reasons? © &

Oves
One

O Doritknow

WNot Applicable (N/A)

O Compensatng Control Used

9.8 Comments

UM policy prohibits full credit card data
from being kept/stored. Enter: "No credit
carddatais stored."

[(98 (@ 1s media destruction performed as follows:

8.1 2) Are hardcopy materials cross-cut sredded, incinerated,
or pulped so that cordholder data cannot be reconstructed? @ &
Oves

One

O Dortknow

Mot Appiicavle (N/A)

O Compensatng Control Used

9.8.12 Comments

UM policy prohibits full credit card data
from being kept/stored. Enter: "No credit
carddatais stored."

5:8.1 (b) Are storage containers used for materials that contain
information o be destroyed secured to prevent access to the.
contents? @ 2

Ofes.
ONo
Odontknow

KMot Appiicable (N/A)
Compensating Control Used

Req9.8.1b Comments

UM policy prohibits full credit card data
from being kept/stored. Enter: "No credit
carddatais stored."
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9.9 Are devices that capture payment card data via
substitution as follows?

Note: This requirement applis to card-reading devices used in card-present transactions (that is, card swipe or dip) at the point of sale.
This requirement is not intended to apply to manual key-entry components such as computer keyboards and POS keypads.

“Yes" answers to requirements at 8.9 mean the merchant has policies and procedures in place for Requirements 99,1 - 9.3, and that they.
maintain 3 current st o cevices, condluct periodic device inspections, and train employees about what {0 100k for to detect tampered or
replaced gevices.

rect physical interaction with the card protected against tampering and

5.9 (2) Do policies and procedures require that a st of such 9.9 Comments
devices be maintained? © &

Nves

ONo

ODontknow

O Not Applicable (N/A)

O Compensating Control Used

5.3 (b) Do policies and procedures require that devices are. 9.9 Comments
periodically inspected to look for tampering o substitution? ©
K

Xves
one
O ont now
O Not Appiicabie (VA) ’
O compensstng Control ses

950 Do policies and procedures require that personnel are 93¢ Comments
rained to be aware of suspicious behavior and to report

tampering or substitution of devices? ©

Kves

ONo

O Dontknow

O Not Applicable (N/A) £
O Compensatng Control Used

5:5.1 (2) Does the list of devices include the following? 9512 Comments
© Make, model of device

© Location of device (for example, the address of the site
or facility where the device is located)

© Device serial number or other method of unique
identification
ox z

Xves

ONo

ODon'tknow

O Not Applicable (N/A)

O Compensating Control Used

55,1 (b) Is the st accurate and up to date? © & 9516 Comments
Rves

ONo

ODontknow

O Not Applicable (N/A)
Compensating Control Used

5:5.1)Is the list of devices updated when devices are added, | 9.9.1c Comments
relocated, decommissioned, etc? © &

Xves
Ono
ODon'tknow

O Not Applicable (N/A)
O Compensating Control Used
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'9.92 (a) Are device surfaces periodically inspected to detect tampering (for
‘example, addition of card skimmers to devices) o substitution (for xample, by
heckingthe serialnumber or othe cevice charscteistic t veriy it ha not been
‘swapped with a fraudulent device) s follows?

Note: Examples of signsthata dvice might have been tampered withor
substitutedinclude unexpected attachments orcables plugged into the device,
missing or changed securiy abet.broken ordifferently clored casing, o changes
tothe seriat number or other external markings.

o2

X

one

O Dentknw

O Not Appicable VA)

O Compsnsating Contrl Used

'9.9.2a Comments.

552 (5) e personnel aware of procedures for mspeciing devces? 0 %
X

one

O Dentknan

O Nt Appicabie (VA)

O Compensaing Conzol Ussd

5525 Comments

553 Are personnel ained 1 be aware ofatiempied tampering o eplacement of devices, 1o include the folowing?

553 (3) Do training materils fo personnel 3t point of sl locations include the
following?

o Verity the dentit o any third-party persons diming tobe repair o
maintenance personnel prio 10 granting them access to modify or
troubleshoot devices.

Do notnstall, replace, o return devices without verfcaton.

o Beaware of suspicous behavior around device (for examle, attempts by
unknown persons 1 unplug or open devices)

 Report suspicious behavior and indications of evice tampering or
substitution to appropriate personnel (fo example, 03 manager or

securty oficer)
02

Xoves
one

O Dentknn

O Nt Appicabie (V)

O Compensaing Conwol Ussd

5532 Comments

553 51 Have personnel 3 pointofsae Iocatons eceived raiming. and are ey
‘aware ofprocedure to detect and report attempted tampering o eplacement of
devices 0+

X

Ono

O Dentknaw

O Not Appicable VA)

O Compensaing Conwol Ussd

5535 Comments

510 Are security poiies and oparations procedures for resicting phycal
ccess to cardhalder ciats:

o Documentea

o inuse

© Knownto sl sffected paries?
o

e

one

O Dentknan

O Nt Appicabie (VA)

O Compensaing Conwol Ussd

A Ves” answar t Requiramant .10 means hat he marchan: has poicies and
procedures in place for Sequirements 5,953, and 99,3 spplicable foryour
envronment Thi helps 2 ansre pesonnl ars avare of and olloing secuy poices
snd socumented opertonsl pocedures.

510 Comments
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Requirement 1

: Maintain a policy that addresses information security

12.115 2 security policy established, published, maintained, and
disseminated to all relevant personnel? © &

Nves

ONo

ODontknow

O Not Applicable (N/A)

O Compensating Control Used

“Yes" answers for requirements at 121 mean that the merchant has 2
securiy policy that i reasonable for the sze and complexity of the.
merchants operations, and that the policy is reviewed annually and
updated if needes. For example, sich a policy could be a simple.
Gocument that covers how to protect the store and payment devices
n accordance with the P22 Instruction Manual (PIM), and who to
il in an emergengy.

2.1 Comments

12.1.115 the security policy reviewed at least annually and
updated when the environment changes? @ &

Xves
ONo

ODon'tknow

O Not Applicable (N/A)

O Compensating Control Used

12.1.1 Comments

12.4 Do security policy and procedures clearly define.
information security responsibilities for al personnel? @ &
Nves

ONo

ODontknow

O Not Applicable (N/A)

O Compensating Control Used

A"Yes" answer for Requirement 124 means tnat the merchant's
securty policy defines basic securty responsbilties for all personnel,
consistent with the size and complexit of the merchant's operations.
For example, security responsibilties could be defined according to
oasic responsibities by employee levels, such s the responsibities
‘xpected of 2 manager/onner and those expected of cerks.

2.4 Comments

12.5.3 Establishing, documenting, and distributing security
incident response and escalation procedures to ensure timely
and effective handling of al situations? @ &

Kves

ONo

ODon'tknow

O Not Applicable (N/A)

O Compensating Control Used

& "Yes" answer for Reuirement 1253 means that the merchant ns
= person designated a5 responsiole for the Incident-response and
escalation pian required 3t 129,

1253 Comments
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12,6 (a) Is a formal security awareness program in
place to make all personnel aware of the cardholder
data security policy and procedures? @ &
Xves

ONo
Don't Know

Not Applicable (N/A)
Compensating Control Used

AYes* answer for Requirement 126 means that the
merchant has a security awareness program in place,
consistent with the size and complexity of the merchant's
perations. For example, a simple awareness program
could be a fiyer posted in the back office, or a periodic e-
mail sent to all employees. Examples of awareness
program messaging include descriptions of security tips al
employees should follow, stich a5 how to lock doors and
storage containers, how to determine whether a payment
terminal has been tampered with, and how to identify.
legitimate personnel who may come to service hardware
payment terminals.

12.6a Comments.

12.8 Are poli

and procedures maintained and implemented to manage service providers with whom cardholder

data is shared, or that could affect the security of cardholder data, as follows:
“Yes* answers for requirements at 12.8 mean that the merchant has a lst of, and agreements with, service providers they

share cardholder data with. For example, such agreements wo
company to store paper documents that include account data

uld be applicable if 2 merchant uses a document-retention

12.8.1 15 a lst of service providers maintained,
including a description of the service(s) provided? @ &
X ves

No

Don't Know

Not Applicable (N/2)

O Compensating Control Used

12.8.1 Comments.
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12.8.2 Is a written agreement maintained that includes an
‘acknowledgement that the service providers are responsible for the
securityof cardholder data the service providers possess of otherwise
Store, process,or transmit on behaf of the customer, or o the extent
that they could impact the security of the customer's cardholder data
environment?

Note: The exact wording of an acknowiedgement will depend on the
‘agreement between the two parties, the detals of the service being.
provided, and the responsibiltes assigned to each party. The
‘acknowledgement does not have to include the exact wording provided
0 this requirement.

oz

Xves

No

Donitknow,

Not Appicabee (V/A)

O Compensating Control Used

12.82 Comments.

12.83 s there an established process for engaging service providers,
including proper due diligence prior to engagement? @ &

Nves

ONo

DonitKnow,

Not Appicable (N/A)

Compensating Control Used

1283 Comments

12,84 1 3 program maintained to moritor service providers' PCI
compliance status ateast annually? @ &
Xoves
ONo
Donitknow,
Not Appicabee (V/A)
Compensating Control Used

1284 Comments.

1285 Is nformation maintained about which PGl DSS requirements
ar mangoed by exchsevice providr and hichare managed by the

Xes
No

DonitKnow,

Not Appicable (N/A)
Compensating Control Used

1285 Comments
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12.10 Has an incident response plan been implemented in preparation to respond immediately to a system
breach, as follows:

"Yes" answers for requirements at 12.10 mean that the merchant has documented an incident response and
escalation plan to be used for emergencies, consistent with the size and complexity of the merchant's operations.
For example, such a plan could be a simple document posted in the back office that lists who to call in the event
of various situations with an annual review to confirm it is still accurate, but could extend all the way to a full
incident response plan including backup "hotsite” facilities and thorough annual testing. This plan should be.
readily available to all personnel as a resource in an emergency.

12.10.1 (a) Has an incident response plan been 12.10.1a Comments
plemented in the event of system

O Don't Know
O Not Applicable (N/A) Z
O Compensating Control Used
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Appendix B: Compensating Controls Worksheet

Use this worksheet to define compensating controls for any requirement where “YES with CCW" was checked.

Note: Only companies that have undertaken a risk analysis and have legitimate technological or documented business constraints can

consider the use of compensating controls to achieve compliance.

Refer to Appendices 8, C, and D of PCI DSS for information about compensating controls and guidance on how to complete this

worksheet.

equirement Number and Definition:

nformation Required

Explanation

. Constraints - List constraints precluding compliance with
e original requirement.

. Objective - Define the objective of the original control;
lentify the objective met by the compensating control,

Identified Risk - Identify any additional risk posed by the
k of the original control.

Definition of Compensating Controls - Define the
mpensating controls and explain how they address the
bjectives of the original control and the increased risk, if any.

Validation of Compensating Controls - Define how the
¢ jmpensating controls were validated and tested.

Maintenance - Define process and controls in place to
intain compensating controls.

Print Draft





image24.png
Self-Assessment Questionnaire P2PE 3.2.1 and Attestation of Compliance

Appendix C: Explanation of Non-Applicability

Ifthe “Nya" (Not Applicabie) column was checked in the questionnaire, use this worksheet to expiain why the reloted requirement s not applicable o your
organiZ, Jon.

‘ Requirement £ | Reason Requirement is Not Appicable ‘

Z Z
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Self-Assessment Questionnaire P2PE 3.2.1 and Attestation of Compliance

Appendix C: Explanation of Non-Applicability

Ifthe “N/A” (Not Applicabie) column was checked in the questionnaire, use this worksheet to expiain why the related requirem
organization.

‘ Requirement £ Reason Requirement is Not Appicable

Re0313 Req3.1b, Regc Req.1g, Reos.fe Req3, Reqd Read, No cregitcard cate storee.

Req98.12, Read81b.
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Self-Assessment Questionnaire P2PE 3.2.1 and Attestation of Compliance

Part 3. PCI DSS Validation
“This AOCis based o results noted in SAQ P2PE (Section 2), dated (SAQ completion date).

Bsed on the results documented n the SAQ P2PE noted above, the signstories (dentiied i Parts 3030, a5 applicable, asserts) the
folowing compiiance status for the entity dentified n Pat 2 of ths document: check one):

Al sectons of the PCI DSS SAQ P2PE HW are complete, il questions answered afimativel, resufting n an overall COMPLIANT
rating; thereby (Company Name} has demonstrated full complance with the PCI DSS.

) Non-Compliant

Not all sections ofthe PCI DSS SAQ P2PE HW are complete, o not al questions are answered affimativey, reuiting in an overall
INON-COMPLIANT rating,thereby (Company Name} has ot cemonstrated ullcompiiance with the PCI DSS.

Target Date for Compiance (oson:

ety

‘Compliant but with Legal exception: One or more requirements e marked “No" due o & egal restricton that prevents the
quirement rom being met, Ti aption requres aditional review from ocquirer o payment brand.

J(amﬂ,muzlnﬂuw

Affected Requirement Details of how legal constraint prevents requirement
being met

Z
Print Draft
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Part 3a. Acknowledgement of Status

Signatory(s) confirms:
(Check all that apply)

‘ X PCI DS Sei-Assessment Questionnaire SAQ P2PE, Version 3.1, was completed accorcing {0 the instructions theren

XAl information within the above.referenced SAQ and in this atestaton firy represents th resuits of my assessment n al
materil respects.

X have resd the PCI DSS 3nd | recognize that | must maintain PCI DSS compiiance, as appiicable to my environment, at all
times.

Xy environment changes, | recognize | must reassess my environment and impiement any adcitional PC] DSS requirements.
that apply.

X(No evidence of full track data, CAVZ, CVC2, CD, or CVV2 data, or PIN cata storage ater transaction authorizaton was found
on ANY system reviewed during tis assessment.

Print Draft
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Part 3b. Merchant Attestation

Signature of Merchant Executive Officer:

Date: Date of SAQ completion

mm/dd/yyyy
Merchant Executive Officer Name: Title:
Merchant Contact’s Name Merchant Contact's Title

Draft
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Part 3c. Qualified Security Assessor (QSA) Acknowledgement (if
applicable)

If a QSA was involved or assisted with this assessment, describe the role performed:

ampusGuard LLC provided one or more of these services to the Merchant as part of their
jerall PC self-assessment project: assessment services, project coordination, technical guidance,
Inerability scanning and/or penetration testing services. CampusGuard makes no

resentation, guarantee or warranty as to the security of the Merchant's systems, and accepts
liability whatsoever to Merchant or any other party for any expense, loss or damage of any

th weaknesses, failures, attacks on. breaches of or other problems related to

Date:

mm/dd/yyyy

QSA Company:

1. Ko, Director, Information Security @) CampusGuard LLC
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Part 3d. Internal Security Assessor (ISA) Involvement (if applicable)

If an ISA(s) was involved or assisted with this assessment, identify the ISA personnel and
describe the role performed:

Sigr ature of ISA: Date:
mm/dd/yyyy
1SA N\me: Title:
a

t Draft
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Part 4. Action Plan for Non-Compliant Requirements.

Select the appropriate response for “Compliant to PCI DSS Requirements” for each requirement. i you answer "Nor to any of
the requirements, you may be required to provide the date your Company expects to be compliant with the requirement and
3 L description of the actions beng taken to meet the requirement.

Chékiwith your ocquirer o the payment brand(s)before compieting Part 4,

3~ Protect stored cardholder data

000

tknow,

~Restrict physical access {0 cardholder data

tknow
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Congratulations! Your SAQ is now complete and ready to be finalized. You have several options available for your
next stey

- You can return to the SAQ to make any adjustments or additions by clicking on the Navigation links to the left

. You can leave the SAQ as-is and return to your Dashboard by clicking on the “Merchant Dashboard” button

. You can print out a DRAFT copy of the SAQ by

icking on the “Print Draft” button

. You can fi your SAQ by clicking on the “Complete SAQ” button

you choose to finalize your SAQ. your SAQ will be locked from e
osted to your Document Locker.

g and a copy of the completed SAQ will be

@ MeronsDors
B N
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Merchant Dashboard

SAQ-A test Authorized Users
miD 123456789
saQ A
Version 321
Year 2022
SAQ Responses

Due Date January 18,

202
SAQExpiration  February 19, ®ves

202 @ Not Appiicable

& Edit Merchant New SAQ B View/Print SAQ i Comments

Document Locker Scan Requests

D Add Document search by keyword search by keyword search

PARccument Name il Date | SubmitDate  ScanStatus  Scan Date
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Document Locker

D Add Document search by keyword search

Document Name File Date IF

202- SAQ-AtestSAQA321 | 2022022008 00pm.pdf  February 20,2020 | W

25 per page





image1.png
InConmon.

Accessing CampusGuard's Customer Compliance Portal ...

Please choose your home organization

[Enter the name of the organization you are affiiated will

University of Miami

University of Michigan
University of Milano-Bicocca p\a University of Michigan

University of Minho
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\WEBLOGIN

UNIVERSITY OF MICHIGAN

Enter your Login ID and Password

Forgot password?

Need help?

By your use of these resources, you agree to abide by Responsible Uss of Information Resources (SPG
601.07),in aditon to allrelevant state and federal laws.

University of Michigan The Regents of the University of Michigan
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